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DISCRETE OPERATOR INFLUENCE ON THE PROPERTIES OF NONLINEAR DYNAMICAL SYSTEMS

In this paper, we study the influence of a discrete operator (a numerical integration method) on the time behavior and
qualitative properties of nonlinear dynamical systems. Methods of numerical integration of three classes are considered:
explicit, implicit and semi-implicit. A methodology for determining the volume of the phase space of nonlinear dynamical
systems is presented. A methodology for constructing the implicit midpoint method and the semi-implicit Wehrle method
for an arbitrary system of ordinary differential equations is presented. Experimental studies are carried out on two sys-
tems: a model of a nonlinear harmonic oscillator and a model that implements the gravitational problem of N bodies. For
each model, the results of long-term modeling and estimation of the phase volume of the system using explicit, implicit and
semi-implicit methods are presented. The advantages and disadvantages of using each class of numerical integration
methods in modeling the considered mathematical systems are presented. Conclusions are drawn about the applicability
of the considered methods in modeling nonlinear Hamiltonian systems.
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BbisiBIeHMe aHOMaInn ceTeBoro Tpaduka
MeToAO0M rny6oKoro obyvueHms

O6cyxncdaemca npumeHeHue Memooa 2/1y60K020 06yyeHUS, OCHOBAHHO20 HO HEUPOHHbLIX CemsAx, 8 cucmemax
o0b6HapyxceHUs amak. O603Ha4YeHsl 02PAHUYEHUs nNPUMeHeHUs HelipoHHbIX cemeli 05 kaaccupukayuu mpagu-
Ka Ha HOpMa/bHbIU - He codepxcawuli amaky, U aHoManbHeIl - codepxcawuli amaky. O2paHUYeHUs C8A3AHbI C
Heob6xo00uMoCmbi0 Habopa OaHHbIX 018 06y4YeHUA HelipoHHOU cemu, HU3KOU CKOPOCMbIO 8blYUCAEHUS HelipOH-
Holi cemu npu 60/6WOM KoAUYeCcmee 8X00HbIX NAPAMemMpPos U 8AUAHUEM HepasHOMepHOCMU pacnpedeneHus
86160pKU Npumepos U3 obyyarowje2o Habopa Ha kayecmeo obydyeHus. [lpedsoxeHsl cnocobel 06x00a 3mux
02paHuUYeHul: 8bI60p 3HAYUMbLIX UHGOPMAYUOHHBIX NPU3HAKOS, NO38O/AOWUX KAACCUPUYUposams cemesoli
mpaguk, U COXpaHeHUe 3HAYUMBbIX npUMepoe8 06y4YeHUs, Komopsle npedcmassneHsl MaibIM 06beMOM 8bI60PKU.
CHUXCAMb pa3MepHOCMb 8eKMOpPa UHPOPMAYUOHHbIX NPU3HAKO8 NPedNoNeHO AUHeUHbIM MemodoM C PaHH CU-
poBaHUEeM NpU3HAKO8 NO CMeneHu 8aXHOCMU U & danbHeliueM 0415 0by4yeHUA HelipOHHOU cemu UCno/ib30-
80Mb MO/LKO «BUXCHbIE» NPU3HAKU. COXpaHeHUEe 3HAYUMbIX NpuMepo8 0by4eHUS, NPedCmMaseHHbIX MAbIM
06beMoM 8b160pKU, NPEONONHEHO pewums Modupukayueli anzopumma 06yyeHUs, CyMb KOmMopo2o ceooumcs K
adanmueHOMY NPUCBOEHUI 8eCO8bIX KO3pPuyueHmos makum npumepam. [posedeHHsle IKCNepUMeHmesl Ceu-
demesnbcmayom 06 3pPekmusHOCMU NPedNOHEHHLIX Memooda U anzopumma obyyeHus HelipoHHol cemu 06-
Hapy»eHUo cemesbix amax.

CeTeBasi aTaka, aHOManum ceTeBoro Tpapuka, HelipoHHas ceTb, rny6okoe o6yueHue,
CoKpalleHMe napameTpoB, HepaBHOMEPHOCTb KoMyecTBa o6yyatoLmx NnpumMepos,
olmn6Ka 06yUYeHUs, TOYHOCTb Knaccupurkaumm

Cucremsl obHapyxenus arak (COA) — 6azoBoe  HBIX pecypcoB. OOHapyKeHHe aTaku MOoApa3yMeBaeT
CPEACTBO 3alIUTHl KOPIIOPATUBHBIX HH(POPMAIMOH-  CHadala cOOp NaHHBIX, a 3aT€M HX aHaJH3 CPeICTBa-



Mu COA. B yacTHOCTH, MOXHO aHAJIM3UPOBATH CBEJIE-
HUs O TICPEAaBACMbIX 110 CETHU MAKETaX NAaHHBIX, ITPOU3-
BOJUTEIIBHOCTH TPOTrPaMMHO-AMIAPATHBIX CPEICTB —
BBIYUCIIATEIFHON HArpy3Ke Ha Y3IIBI CETH, 3arpyKeH-
HOCTH OIIEPaTHBHOM MaMSTH, CKOPOCTH PabOTHI IMpH-
KJIaJHOTO TIPOTPaMMHOIO OOECTICIEeHHS, JOCTyTe K
olpefieTIeHHbIM (ainaM u T. 1. [1].

B ocHoBe pabotsl COA nexar crieruaibHble Me-
TOZABI BBISBICHUS arak, Kak MPAaBHJIO CUTHATYPHEIC
W/WITA TIOBEICHYECKHE, TP 3TOM H3BECTHO, YTO HC-
MOJTH30BaHME CUTHATYPHOTO MeETOIa HE IO3BOJISCT
o0HapyXrBaTh HOBBIE BHJBI aTaKk M WX MomH(pUKa-
[[UH, & CO3[aTh TOYHYIO MOJENIb INTATHOIO PEKUMA
(GYHKIIMOHMPOBAHUS CETH TaKMM O0Opa3oM CIIOKHO
WJIU JTaXKe HEBO3MOXKHO [2].

Bcenencteue pocta 005eMOB HU(POBBIX JaHHBIX
CTanyd aKTyaJbHBl WCCICIOBAHMSA, CBS3aHHBIE C
MPUMEHCHHEM METOJIOB IIyOOKOro OOydYeHHs st
OoOHaApy)KCHHS aHOMaJHii CeTeBOro Tpaduka —
HaJIM4usi CETeBBIX arak. B wactHocTH, B [3]-[5]
MpeUIaraeTcss MHOXKECTBO IapaMeTpoB, (HOpMHPY-
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foIux o0yvarommii Habop naHHbIX (data set), B [6]—
[8] ommceBaeTcs mpomecc oOydeHHS HEHPOHHOM
cetu. [IpuBIEKaTENFHOCTh METOIOB, OCHOBAHHBIX
Ha HEHPOHHBIX CETSX, 3aKII0YACTCS B BOSMOKHOCTH
X oOydyeHus Ha 3apeKoMeH0BaBIeM ceOs data set,
nepeoOydeHns TPU MOSBICHUU OMOIHUTEIHHBIX
mapaMeTpoB U CaMOOOYUYCHHUS MPU BO3HUKHOBCHHU
paHee HE MOSBISBIIMXCS pe3yibTaroB. K m3BecT-
HBIM HEJOCTaTKaM HCKYCCTBEHHBIX HEUPOHHBIX Ce-
Tel OTHOCATCS HeoOXomuMocTs Hammuus data set u
HU3Kasl CKOPOCTh BBIYHCICHUS TPU OOIBIIOM KOJH-
YECTBC BXOJAHBIX MMapaMETPOB.

[ocTranoBka 3amaud. 3a BpeMs NPUMEHCHHUS
HEHPOHHBIX ceTel B 3amadax OOHapyXEHUS aHOMa-
T CETEeBOTO Tpaduka CHOPMUPOBAIIICH HECKOIBKO
HabopoB data set, Hanpumep Overview, Aposemat
[0T-23, Normal. B crathe ucmonsdyercs data set
NSL-KDD Ttpaduka, nepenaBaeMoro o mpoTokoiam
TCP, UDP u ICMP. Kaxnas 3amuce B NSL-KDD
MPEACTABIACT COOOH IIETIOUKY CETEBBIX IIAKETOB,
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1 — Neptune;

2 — Saint;

3 — Mscan;

4 — Guess_Password;
5 — Smurf;

6 — Apache2;

7 — Satan;

8 — Buffer overflow;
9 — Back;

10 — Warezmaster;
11 — Snmpgetattack;
12 — Processtable;

Tumsl ceTeBbIX aTak

13 — Pod; 25 — Xterm;
14 — Httptunnel, 26 — Worm;
15 — Nmap; 27 — Teardrop;
16 — Ps; 28 — Rootkit;
17 — Snmpguess; 29 — Xlock;

18 — Ipsweep; 30— Perl;

19 — Mailbomb; 31 - Land;

20 — Portsweep; 32 — Xsnoop;

21 — Multihop;

3— Sqlattack;

22 — Named; 34 — Ftp_write;
23 — Sendmai; 35 — Udpstorm;
24 — Loadmodule; 36 — Phf
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3a(PMKCUPOBAaHHBIX B MHTEPBAJC BPEMEHH U OTIPaB-
JIEHHBIX OT UCTOYHUKA K aipecary B COOTBETCTBHUH C
IP-agpecaMu, yka3aHHBIMH B 3aroJOBKE IakeTa. 3a-

IMUCHU BKIIFOYAKOT MHOXKCCTBO IMapaMCTpPOB II= {Xi},

rae i =1.42, B KOTOPOM X1, ..., X41 — 3T0 HHbOpPMa-

LMOHHBIC NIPU3HAKH, a IOCICIHHUN NapaMeTp Xqp —

METKa KJlacca «aTakay WU «He aTakay. AHamu3 [9],
[10] moxaszam, yTo HE Bce MapaMmeTphbl OJWHAKOBO
Ba)XXKHBI IPU OOHAPYKEHNUHU CETEBBIX aTak — Tpedyercs
cokpamenne pasmepHoctd Il I MOBBIIEHHUS CKO-
poctu pabotel COA.

Dataset NSL-KDD cogepxut 36 THNOB aTak,
npencrapmstonux 4 xareropuu [11]:

1) Denial of Service (Dos) — aTaku, orpaHu4u-
BalOIIE OCTYN BEepUDUIIUPOBAHHBIM II0JIb30BaTE-
JSIM K KOHKPETHOMY CEPBUCY 4epe3 OIpeIeIICHHBIH
mporokon (Back, Land, Neptune, Pod, Smurf,
Teardrop, Apache2, Udpstorm, Processtable, Worm);

2) Remote to Local (r21) — araku, HanpaBiIeHHbIC
Ha IMOJTyYEHHUE JOCTYIA K JIOKaJbHOW MAallnHE IOJIhb-
3oBareist w3 BHemHed cpensl (Guess Password,
Ftp_write, Imap, Phf, Multihop, Warezmaster,
Warezclient, Spy, Xlock, Xsnoop, Snmpguess,
Snmpgetattack, Httptunnel, Sendmail, Named);

3) User to Root (u2r) — araku, HanmpaBlIeHHBIE Ha
MOJTyYeHHE NPUBIICTUPOBAHHBIX MpaB JOCTyNa K
MmammHe kepTBbl (Buffer overflow, Loadmodule,
Rootkit, Perl, Sqlattack, Xterm, Ps);

4) Probe — artaku, HampaBJeHHbIE Ha MOJyuYeHHUE
CBeJICHUH 00 MH(pacTpyKType mosb3oBareis (Satan,
Ipsweep, Nmap, Portsweep, Mscan, Saint).

B nenmom NSL-KDD conpepxut 125 973 3amnucw,
IpeAHa3HaYeHHbIC I oOyueHus, u 22 544 3ammcu
Ui TecTupoBaHus. [ucTorpamma pacrnpenereHus
TUTIOB ceTeBhIX arak B dataset NSL-KDD npuBenena
Ha puc. 1, U3 KOTOPOTO BHUAHO, YTO KOJHYECTBO OOY-
YaONMX MPHMEPOB IO THIIAM aTaK PaclpeaeiIeHo
HEpaBHOMEPHO, UTO BIHSCT HA TOYHOCTH OOHApYyKe-
HUS W, COOTBETCTBEHHO, Ha KayecTBO paboThl COA.
ITosTOMy emie OAHON aKkTyaJbHOM 3amadedl CTaHo-
BUTCSI CBEJICHUE K MUHUMYMY BIHSIHASI HEpaBHOMEP-
HOCTH paclpeaeieHus BEIOOpKH mpuMepoB data set
Ha KayecTBO oOydeHus [12].

IIyTn peleHusi MocTaBJIeHHbIX 3aAa4. 3ajgada
cokpawenus pasmepnocmu eexkmopa Il pemena nu-
HEHHBIM METONIOM, IO3BOJUBIIUM IPOPAHKUPOBATH
mapaMeTpsl M0 CTENECHU BaXHOCTH Ha «IIOJE3HEICY,
«BTOPOCTETICHHBIEY» U «Oecmone3nbiey». Takum obOpa-

soM, u3 Bektopa IT={x|,x5,..., x4} HeobxomMo

HOJNYYUTh HOBBIH BEKTOP H':{kl,kz,...,kc}T.

3necs c<41u

ki = wl-’lxl +...+ Wl-’41)C41, i=lec,
K= W1l,
rae W— MaTpuiia BECOB TMHEHHBIX TIPE0OpPa30BaHIA.

O4eBHIHO, YTO COKpAIICHHE Pa3MEPHOCTH BEK-
topa II 3a cueT ycTpaHeHHs OECIOJIE3HBIX apaMeT-
POB II03BOJIUT YCKOPHUTH BBIYHMCIEHHSA, IMPOU3BOIM-
Mbl€ HEHPOHHON CETbI0, MOCKOJIbKY COKpallaeTcs
YICJI0 HEWPOHOB BXOJHOIO CJIOSl, U TEM CaMbIM IIO-
BBICUTh TOYHOCTH OOHApY)KEHHS CETEBBIX aTak Ola-
rojapsi KOHUEHTpaluu OoOydeHHUs HEHpOHHOH ceTh
TOJIBKO Ha 3HaYMMBIX I1apaMmeTpax.

BaxxHocTh mapaMeTpoB OLIEHHWBANIACh MIIUpUYE-
CKU: CHavajia 3a OJIUH pa3 yJaJsics OJUH HapaMmeTp,
W Ha moinydeHHOM data set oOydayiach U TeCTHpOBa-
Jack HeWpoHHAS ceTh. Bo Bpemst TecTupoBaHus (HUK-
CHUPOBAJIKUCH TIOKA3aTeNId KauecTBa HEHMPOHHOU ceTu
IO CIEIYIOLUM METPUKAM:

— TOYHOCTH Kiaccupukanuu P (precission):

TP
P=——,
TP + FP
roe TP — KOIM4eCcTBO MCTHHHO IIOJIOKHTEIIBHBIX 3a-
nuceii; FP — Koau4ecTBO JIOXKHOIOIOXKHTEIIHLHBIX
3aInceit;
— ckopocTh oOHapyxeHust DR (detection rate):
TP
R=——,
TP+ FN

e FN — komu4ecTBO T0KHOOTPHUIIATENIBHBIX 3aUCEH.
Takum 00pa3oM, B OllEHKE BaKHOCTH Ka)JIOTO

rapamMeTpa yJacTBOBAIN TPHU KpuUTepus 3(PQeKTHs-

HOCTH: TOYHOCTH Kjlaccudukanuu — P, Bpemst 0Oyue-

nus T, ¥ Bpems TecTHpoBaHus 1. Pamxupona-

TECT*
HHUE IapaMeTpPOB BBINOJHSIIOCh B COOTBETCTBUM C
JIEPEBOM PEIICHUH, IPUBEICHHBIM Ha pHUC. 2.

Hanee mpomecc oOydeHHS IIPOBOAMICS TOJBKO
Ha «IOJE3HBIX» IapaMeTpax, KOTOPHIX B pe3yibTaTe
pamxupoBaHusl ocTanoch 10, T. €. KONMYECTBO BXOJ-
HBIX [TapaMeTPOB YAAJIOCh COKPATUTH B 4 pasa.

Bropast 3amaua — ceedenue Kk MUHUMYMY GIUAHUSA
HepasHoMepHOCU pacnpedenenus 8bl00pKU npume-
pos data set na xavecmgo obyuenusi — penieHa Mo-
mudukarnuei anmroputMa obyderus. CyTb MOTU(H-
KaIliH CBOIUTCS K aJallTUBHOMY IIPHCBOCHUIO BECO-
BBIX KO3((HUINEHTOB 00ydYaromuM MpuMepam, npes-
CTaBJICHHBIM MaJIbIMH BLI60pKaMI/I.

M3BecTHO, uTO B mpolecce 00y4eHUs: HEMPOHHOM
CETH BECa CHHAIICOB KOPPEKTHPYIOTCS TOCIE MMOJaqn
Bcell oOydwaromnell BBIOOPKH IO YCPESAHEHHOMY 3Ha-
YeHUIo rpagueHTa E neneBoit pyHKImm:
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3nauenue P pacter?

x; =€ "[lonesnprit"

3Hauenue P He
MeHsercs?

3uaueHus To6 ¥ Trecr
pactyt?

x; =< "Ilonesnsprif"

x; =€ "Bropocrenennsrii’

~

3nauenue Tog

CHWKAeTCs ¥ 3HAYCHUE Trecr
pacter?

Her

3Hauenue 75

pacter u 3Ha4eHUE Trecr
CHIDKaeTcs?

y

x; =€ "Bropocrenennsrii"

x; =< "becnonesnbrii"

Puc. 2

E

1 2
> (=),
nig

Tac y; — 1o1y4acMoC 3Ha9CHHUC I-TO HeﬁpOHa BBIXO/I-

HOro CJjosd,; yl,_ OXXKMIAEMOE€ 3HAYCHHUE [-TO HeﬁpOHa

BBIXOIHOTO CJIOSI; 1 — KOJIMUYECTBO HEHPOHOB BBIXOJ-
HOTO CJIOSL.

Ommnbka, HalileHHAs] 10 TPHMEpaM MajbIX BHI-
OOpoK B Tpoliecce OOyYEHUS, MOXKET MOTEPSITHCS B
cymmapHoMm 3HadeHuun E mo Bcemy data set u, kak
CIIEZICTBUE, ITU MPUMEPHl MOTYT OBITH HPOUTHOPH-
poBaHbl. [[ns cBeneHHs K MUHUMYMY BEpPOSTHOCTH
MOSBIICHHUS TMOJOOHON CHTyalluu MpensiokeHo 00y-
YarOIIM IpUMepaM, MPEICTaBICHHBIM MAJBIMU BEI-
Oopkamu, TpUCBaMBaTh BECOBBIE KOAPPHUIIUEHTHI,
9TO B (PM3WYECKOM CMBICIIC YCHJIMBACT BKIAX ITHX
npumepoB B 3HadeHue omubku E. Cyte Moguduka-
LIUH alropuTMa 00yUYeHHs JeMOHCTPUPYET puc. 3.

[lycte B Hawanme oOydeHUS HEHUPOHHOU CETH
ommbka E mo BceMy data set He mpeBEIIaeT 3HaUe-
Hua E,, a E| sBusgercsa HOMyCTHMBIM 3HAYECHHEM

By

E

v

Puc. 3

ommOku. B unrepsane [E, E;] kaxkaeiii npumep Ha

Kaxa0i u3 N utepanmii nporecca o0y4eHrss BHOCHT
B CHHANTHYECKYIO KapTy HEHPOHHON CETH CBOU Be-
coBble Kod(duimeHTsl. Y OONBIIMHCTBA MPUMEPOB
3Ha4YeHue E HaunHaeT CHIKAThCS, HO Y HEKOTOPBIX OHO
HE MEHsSeTCsS WIM MeHseTcss HesHaumTensHo. Korma
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ommbOka oOywyaroriero mpumepa craHer E < Eq, To

IpUMep TONYYUT ETUHWIHBIA KOd(D(QHUIHEHT, dYTO
3aCBHETENIHCTBYET €r0 CYIIECTBEHHBIH BKJIam B 00y-
4yeHre HelpoHHoH cetr. Ecim npu nanbHeiimem o0y-
YEeHMH JUIs 5Toro ke nmpuMepa E > B, To ero Becosoi

K03 (UIMEHT He U3MEHUTCS, ofHako 1pu E > E, npu-

Mep OyIeT UCKITFOUEH U3 TAJIbHEHIIero o0ydeHusl.
OKCHepUMEHTbl M OLEHKAa pe3yJbTaToB.
CrpykTypa HEMpOHHOW CETH AJIS PEIICHHs IMOCTaB-
JIEHHBIX 3324 TPEACTaBIsieT cOO0H MHOTOCIOWHBIN
MEPCENTPOH C JIECAThI0 HEHPOHAMHU BXOIHOTO CIIOA,
OJTHUM CKPBITBIM CJIO€M C JABEHAJIAThI0 HEHpoHaMu
U IIECThI0 HEMPOHAMHU BBIXOIHOTO CIIOSI, BCE€ HEUpo-
Hbl — CHTMOUMJIaJIbHOTO THMA. B Tabn. 1 mpuBeneHs
3HaYeHUS] METPUK KauecTBa HEHPOHHOM CETH.

Tabauya 1

Howmep Tun aTaku DR, % P. %
METPUKH

1 neptune 99.4 99.9
2 saint 98.5 100.0
3 mscan 92.7 98.1
4 guess passwd 66.4 97.0
5 smurf 95.2 99.5
6 apacher2 97.8 99.7
7 satan 90.7 81.8
8 buffer overflow 0.0 0.0
9 back 96.1 97.7
10 warezmaster 16.1 98.1
11 snmpgetattack 88.7 99.9
12 processtable 85.8 98.4
13 pod 82.9 70.8
14 httptunnel 98.5 100.0
15 nmap 79.45 90.6
16 ps 0.0 0.0
17 snmpguess 96.3 97.9
18 ipsweep 97.9 79.3
19 mailbomb 78.7 94.9
20 portsweep 89.2 61.7
21 multihop 0.0 0.0
22 named 0.0 0.0
23 sendmail 32.8 40.2
24 loadmodule 78.5 50.2
25 xterm 89.5 45.3
26 worm 0.0 0.0
27 teardrop 75.0 60.75
28 rootkit 82.4 304
29 xlock 98.1 55.2
30 perl 100.0 50.0
31 land 88.1 42.15
32 XSnoop 92.0 50.2
33 sqlattack 0.0 0.0
34 ftp_write 99.9 33.4
35 udpstorm 76.7 50.0
36 phf 92.7 0.0

IIpoBepka kadecTBa pabOTBl HEHpPOHHOH ceTn
JUTsE OOHapy)KEHUs arak, NpecTaBlIeHHbIX B data set
NSL-KDD, moka3aio CpeaHIo TOYHOCTh KIIAcCH-

¢uxanuu P, paBHyio 59.2 %. Ilocne oOydeHus mo-
IUQHUINPOBAHHEIM alTOPHTMOM CpefHee 3HaueHue P
crano paBHbIM 92.5%. 3nauenuss P mis mopenu
HEHpPOHHOHN ceTH, 00YYCHHOW MOIU(PHIIMPOBAHHBIM
AITOPUTMOM, TIPUBEICHBI B Ta0M. 2.

Tabauya 2
Konunuectso
Tun ataku IIPUMEPOB P, %
o0yueHus

buffer overflow 4 100.0
pod 17 100.0
ps 2 100.0
multihop 2 100.0
named 2 100.0
sendmail 14 71.1
loadmodule 2 100.0
xterm 13 77.5
worm 2 100.0
teardrop 12 83.3
rootkit 13 84.2
xlock 9 89.1
perl 2 100.0
land 7 86.17
XSnoop 4 75.3
sqlattack 2 100.0
ftp write 3 67.1
udpstorm 2 100.0
phf 2 100.0

BcernenctBue pocrta 005eMOB ITH(PPOBBIX JTaHHBIX
MOJIeNId  TIIyOOKOTO OOy4YeHHs, OCHOBaHHBIC Ha
HEHPOHHBIX CETSIX, MOJyYUIH HOMYISIPHOCTh B pe-
IIEHUN 3a]a4l OOHapyXEHHUs ceTeBBIX arak. K m3-
BECTHBIM HEJIOCTaTKaM MOJIEIN HEHPOHHOH ceTh B
CPaBHEHUU C CUTHATYpPHOM OTHOCATCSI BO3MOXXHOCTb
JIOKHBIX CpabaTbIBaHUM M MPOMYCKOB PpEabHBIX
aTak, a TakKe HeOOXOMMMOCTh HaJMYUs KauyeCTBEH-
Horo data set 11 00y4eHUsl. YCTpaHEHUE 3TUX HENo-
CTaTKOB WJIM CBEICHHE X K MUHHMYMY CBS3aHO, BO-
MEPBBIX, C BHEIOOPOM 3HAYUMBIX HH()OPMATMOHHBIX
MIPU3HAKOB, MO3BOJISIOIUX KJIACCU(UIIUPOBATh CETe-
BOM Tpauk Ha HOPMAJIBHBIN — HE COAEp KaIUi ara-
KA, U aHOMAaJbHBIA — CONEpIKAIIMiA aTaKy, M, BO-
BTOPBIX, COXpAaHEHUE 3HAUUMBbIX IPUMEPOB 00yUCHHUS
C MaJbIM 00bEMOM BEIOOPKH.

[pemmoxkeHO CHHU3UTH Pa3MEPHOCTh BEKTOpa HH-
(bOpMaIOHHBIX TPH3HAKOB JIMHEHHBIM METOHOM C
PaKHPOBaHUEM IPH3HAKOB TI0 CTEIICHH BOYKHOCTH U B
JanbHeimeM a7t 00ydeHns: HeHpOHHOM CeTH MCTIONb-
30BaTh TOIBKO «BAKHBIEY MPU3HAKH.

CoxpaHeHHE 3HAUMMBIX IIPUMEPOB OOyueHU,
TPEICTABICHHBIX MaJbIMH OOBEMOM BBIOOPKH, IIPE.-
JIOXKEHO PEeUIUTh MOM(UKAIHEH alropuT™Ma 00yIeHHs,
CYThb KOTOPOW CBOIWTCS K aJalTHBHOMY IPHCBOCHHIO
BECOBBIX KO3((PUIMEHTOB TAKUM IIPUMEPAM.



[IpoBeneHHbIE SKCIIEPUMEHTBI CBUACTEIHCTBYIOT
00 3(h(HeKTUBHOCTH MPEIUIOKEHHBIX METOJa U ajro-
puTMa OOy4YeHHs HEUPOHHOW ceTH OOHAPYKECHHIO
CEeTEBBIX aTaK — TOYHOCTH KIAaCCH(UKAIIMK BHIPOCIIA
¢ 59.2 nmo 92.5%. Hcnonp3oBanue HeHpoceTeBOH

N3BecTtunsa CN6MATY «J13TU» Ne 4/2021

MOJIENIA COBMECTHO C CHTHATYpHBIM IIOIXOJIOM O4e-
BHUIHO TOBBICHT 3 dekTrBHOCTE COA, B TOM YHUCIe
pu 0OHAPY>KEHUH HOBBIX CETEBBIX aTak U Moaudu-
Kalluii CyIIECTBYIOIIHX.
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IDENTIFYING NETWORK TRAFFIC ANOMALIES BY DEEP LEARNING

The article discusses the application of a deep learning method based on neural networks for implementation in intrusion de-
tection systems. The restrictions on the use of neural networks for classifying traffic into normal - not containing an attack and
anomalous - containing an attack are indicated. The limitations are related to the need for a data set for training a neural
network, a low computation speed of a neural network with a large number of input parameters, and the influence of the une-
ven distribution of the sample data set on the quality of training. Methods for circumventing these restrictions are proposed:
the choice of significant information features that allow the classification of network traffic and the preservation of significant
training examples, which are represented by a small sample size. It is proposed to solve the reduction of the dimension of the
vector of information features by a linear method with ranking the features according to the degree of importance and in the
future to use only «important» features to train the neural network. It is proposed to solve the preservation of significant learn-
ing examples represented by a small sample size by modifying the learning algorithm, the essence of which is reduced to adap-
tive assignment of weighting coefficients to such examples. The experiments carried out indicate the effectiveness of the pro-
posed method and algorithm for training a neural network in detecting network attacks.

Network attack, network traffic anomalies, neural network, deep learning, parameter reduction, uneven number

of training examples, training error, classification accuracy



