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AHanus aktyanbHbIX TUNoB DDoS-aTak

N MEeTOA0B 3aLiMThbl OT HUX

lpedcmaesneH aHanu3 HaUBOAee aKMYAbHBIX MUNO8 AMUAK, OCHOBAHHbLIX HO OMPAXEHUU U ycuneHUU mpapuka.
MpusedeHbl Memodel, pekoMeHOyeMble 044 hpedomepawjeHus makux amak, a makxe cyujecmsyroujue Mmemodsi
30UWUmMesl om HUX. BelsieneHsl npeumyujecmea U Hedocmamku smux Memodos. [locmaeneHsl dansHeliwue yenu

no ,003,0060an€ Ho8bIX Memodoe 3awumel.
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DDoS-araka — pacnpe/eneHHas araka THIIA «OT-
Ka3 B OOCIY)KHBaHUU» PA3IMYHBIX WHTEPHET-CEPBH-
coB. [Ipu ycriemHoM coBepIIeHHH MOJ00HBIX aTaK Ha
CepBep OH IepecTaeT OTBEYaTh Ha JICTUTUMHBIC 3a-
npockl OT moib3oBareneid. Kpymapim DDoS-arakam
HOJIBEPraloTCsl CalThl IPABUTEIBCTBA U OPTraHOB BJa-

cry, caiitel Benyux IT-kopmopanuit Amazon, Yahoo,

Microsoft u T. 1. DT MOIIHBIE KOPIIOPAIIUH, HMEO-
e OTPOMHBIE PECYPCHI, HE BCEIZIA MOTYT CIPABHUTh-
Csl C aTaKaMH M OTPA3UTh HAIMAICHHE.

Cormacio otdety [1] KONMMYECTBO MPOBOAMMBIX
DDoS-arak HeykIOHHO Bo3pacTaeT. MUpOBBIC JIUICPHI
10 uHMOPMAIMOHHOM Oe30macHOCTH [2] cTaBsT HEOO-
XOmUMOCTh 0OHapyxeHuss DDOS-arak 1 mpoTUBOCTOS-
HUS UM KaK IEPBOCTEIICHHYIO 3a/1ady B CBOHMX HCCIIe-
JIOBAHUSX U Pa3paboTKax. ITO CBUIETENBCTBYET O TOM,
910 pa3paboTKa W BHEAPEHHE METONOB 3aIUTHl OT
DDoS#arak — akryansHas 3aqa4a. B HacTosimee BpeMst
OIHUM W3 HamOojee momyisipHbIX THIoB DDoS-arak
SBIISIIOTCSL aTaK¥, OCHOBAHHBIC HA OTPAKCHUH W YCH-
JeHnn BperoHocHoro Tpaduka. IIpu paspaborke HO-
BBIX YHUBEPCAIBHBIX METOIOB 3aIIUTHI OT aTaK TaKOro
TUTIA TIEPBOOYEPETHON 3a/1aueil SABISIETCS aHaJM3 MPo-
TOKOJIOB, KOTOpbI€ MOTYT OBITh WCHONB30BAHBI JUIS
peanu3anuy MogoOHEIX aTak. [loMuMo 3TOro HeoOxo-
JIFIM aHAJIU3 YK€ CYIIECTBYIOMINX METOIOB 3aIUTHl OT
arak, OCYIICCTBILIIOIIUX OTpakKeHHE Tpaduka ¢ HC-
MOJIB30BAHUEM Pa3IMYHBIX MPOTOKOJIOB. B  crarbe
IPECTaBICHBl PE3YNBTAThl IPOBEICHHOTO aHAIHM3a W
C/ICTIAHHBIC Ha €T0 OCHOBE BBIBOJIBI.

ATaku, OCHOBaHHbIe HA OTPa’KeHUH U ycHJie-
Huu Tpajduka. Ha pucyHke mpencraBieHa oOmas
CXEMa peaau3aliy aTak ¢ OTPaKEHUEM U YCUIIEHUEM

Tpaduka.
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OTtpaxxeHne Tpaduka TOCTUTASTCS OTIIPABKOU HA
OIpe/ieNiCHHbIE CepBephbl (HAa PHCYHKEe 0003HAYEHBI
kak cepsepbl OY) 3ampoca, rae IP-aapeca ucrounnka
nogMmeHsiroTes Ha |P-aapec sxkepTBel. B kauectBe Ta-
KHX CEpPBEPOB, B 3aBUCHMOCTH OT THIIAa PEeaIH3yeMOn
aTakd, MOTYT HMCHOJB30BAaThCSI KaK KPYIHBIE CEepBe-
pel1, Takue, kak DNS-cepBepsl, NTP-cepBepsl, Tak u
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MOJTb30BATENIBCKHE YCTPOUCTBA. DPQPEKT yCUICHUS
JOCTHTAeTCs 38 CYET TOTO, YTO TCHEPUPYIOTCS TaKHe
3anpoChl, OTBEThI Ha KOTOPhIE MO 00BEMYy B pasbl
MPEBOCXOIAIT CaMU 3alpOChl. DTO IO3BOJSET 3JI0-
YMBIILJICHHHKAM COBEPIIATh MACCHPOBAHHBIC aTaKH,
HEe UMesi B CBOEM PACIIOPSIKEHUH OOJIBIIOTO KOJNH4e-
CTBa PECypCOB.

Kosdduunent ycunenns (KY) npu stom ompe-
JIeIISIeTCsT KaKk

KY = Pasmep,rpera )
Pa3Mep3anpoca

OueBuIHO, YTO TaKWe aTaku HE MOTYT COBEp-
mIaThCsl C HCIOJIb30BAHUEM IPOTOKOJIOB, OCHOBAH-
HeIX Ha TCP, Tak Kak mpolecc TPEXITAITHOTO PYKO-
MOXKATH WCKIIIOYACT BO3MOXKHOCTH ITOJMEHBI a/ipe-
ca. B pabore [3] Obut0 BbIsIBIEHO 14 MOMYJSIPHBIX
MIPOTOKOJIOB, KOTOPHIE MOTYT HCHOJb30BaTbCs IJIf
peanu3anmu aTak ¢ ycuieHHeM Tpaduka. Bee otm
MPOTOKOJIBI paboTaroT Ha 0a3ze mpotokona UDP.

B HacTosiee Bpemsi s pealiM3allMU aTaK C
yCUIIEHHEM Tpaduka HauOONbIICH MOMYISIPHOCTHIO
MOJIB3YIOTCS TaKKe MPOTOKONEL, Kak DNSu NTP.

[MocTeneHHO HAOHWPAIOT MOMYISIPHOCTH AaTaKH,
OCHOBaHHBIE Ha Jpyrux mpoTokoiax. Hampumep,
aTrakd, OCHOBaHHbBIC Ha mporokoie SSDP:B mepBoM
kBaptasie 2014 r. Takux arak ObUIO MPOH3BEIEHO

Bcero 3, a B yetBepToM ux yucio pocturio 83 000.

B mnepBom kBaprane 2015T. ymcno Takux arak BbI-
pocio 1o 126 0002 Bo BTOpoM KBapTalie aTakd 3TO-
r0 THIA 3aHUIM BTOPOE MECTO B OOIIEM peUTHHTe
arak, ycrymus toneko SYN-Flooding [1], [2].Mor-
HOCTB IMOJOOHBIX aTak ObLIa JOCTATOYHO BEIIUKA.

PaccmoTpuM monpoOHee THIBI aTrak, KOTOPbIE
MOJB3YIOTCS. HANOOJbLICH MOMYISPHOCTBIO, & TaKKe
npejiaraeMble METO/IbI 3aIUThI OT HUX.

DNS-araku. DNS-araka mnpezacraBiser coboii
CBOCOOPA3HBIN KIIACCUYECKHI THIT aTakK, OCHOBAHHBIX
Ha OTpakeHHH TpaduKa, a TAKKE HCIONB3YIOMINX
yCuIIeHHe Tpauka. DTU aTaku OCYIIECTBISIOTCS YiKE
HECKOJIBKO JICT W MPU 3TOM MPOIOJIKAIOT OCTABAThCS
MOMYJISAPHBIMU CPEU 3JIOYMBIIUICHHUKOB. ATaka T10
nporokony DNS peanmsyercs, Kak mpaBwiio, TeHepa-
et 3ampoca B hopmare #dig @SERVER_IP NSye
SERVER_IP — IRxipec cepsepa. Pasmep 3ampoca
cocraBisier 17 GaiiT, pasMep K€ BCEro IaKera —
60 6aiit. Ha manHyro KOMaHIy cepBep OTBEYAeT IOA-
CKa3zkol B BHJE anpecoB KopHeBbIXx DNS-ceprepos,
IIPU 3TOM pa3Mep oTBeTa cocraBisier 3600aiit, a pas-
Mep Bcero makeTa — 4020aiit.

Kak mpaBmio, MakcuMmaibHas [UIMHA ITaKETOB
DNS orpanndena pasmepom 512 Gaiit amst ypoBHS
npwiokenndi. OIHAKO CYIIECTBYIOT paCIIUpPEHHEIC
DNS (EDNS) [4],xkoTOpbIe TO3BOJISIOT OTIPABIIATEH U
npuHuMarh maketel DNS Gonbmiero pasmepa, eciu
TaKO€ PaCHIMPEHUE TOIICPKUBACTCS U OTIpaBHUTE-
JeM, W ToiydareneM. TakuM 00pa3oM, 37I0yMBIII-
JICHHUKH MOTYT IpuOeraTh K ucronb3oBannto EDNS.
Ucnonw3ys 3amucu tuma OPT, 3moyMblieHHUKA
MOTYT BKJIFOYATh JTOMOJHUTEIBHYIO 3aIHCh JIHHOW
11 6aiit. Ecniu cepBep He moanmepxuBaeT EDNS
€CIIM OTBET HE IPEBBINACT CTAHAAPTHYIO IUTHHY
512 6aiit, pasmep oTBeTa ocraeTcs TeM ke. B Takom
ciryuae ucnoib3oBanne EDNS mpuBener x cHumke-
HUto Kodddunpenta ycunenus. OIHAKO €CIIU CepBeEp
noanepxxuBaer EDNS, To orBer Gonblioro pasmepa
MOXET CYIIECTBEHHO TpeB3oiTH 3amuch OPTu yBe-
JUYUATH KOAPPUIMESHT YCHUIICHUS.

NTP-araku. Ilporokon NTP cran ucnosns3o-
BaThCS TSI peaiM3aliy aTak ¢ OTPaKEHHEM Tpaduka
3HAYUTENBHO mo3ke, yeM DNS. Bricokuit koaddu-
[UCHT YCHWICHUS MOCIYXWI POCTY MOMYISIPHOCTU
artak 3toro tuna. Kpome toro, B 2014r. ataka mak-
CHUMaJIbHOM MOIIHOCTH OblIa peann3oBaHa MMEHHO
no nporokoiry NTP [2]. Jlns BbImosHEHUsT aTaku C
ucnoib3oBanueM mpotokona NTP Ha myOnuunble
NTP-cepBepbl OTIPaBISAIOTCS 3ampPOCHl ¢ KOMaHIIOM
get monlist.Apec ucToUHKKA IPH STOM 3aMEHSIETCS
azpecoM y3ia-KepTBel. OTBETOM Ha 3Ty KOMaHIY
sBisieTcs cniucok u3 600 IPaapecos, oOpamaBimxcs
K cepBepy. B pesymsrare pasmep oTBeTa BO MHOIO
pa3 MPeBBILIAST UCXOIHBIN 3anpoc (Ha 3arpyKeHHbBIX
cepBepax Ha 3anpoc B 2340aiT Bo3BpalaeTcs OTBET
B 48 K06aiir), 4T0 MO3BOJSIET MHOTOKPATHO YCHJIUTH
00beM Tpaduka, TEHEPUPYEMOTO B CTOPOHY CHCTE-
MBI-KepTBHI. [IpobaeMy ycyryomnser To, 9To KOMaHaa
get monlisteinonnsercs 6e3 ayTeHTU(DUKAIHH.

SSDParaku. Ilporokon SSDPsBnsercs ocHo-
Boil mpoTokoia obuapyxenus Universal plug-and-
play. Ataka Takoro Tuma OCymiecTBIsETCS B 2 3Tama.
CHayasia 3JOYMBIIIICHHUK OTIPABISIET IINPOKOBE-
miarenbHbii 3anpoc M-SEARCH, Ha KoTopblil OT-
KIIMKAIOTCSL AOCTymHble ycTpoiictBa UPNP. danee
oTmpaBiseTcss MHOxecTBo 3ampocoB M-SEARCH,
TIe aJpec UCTOYHUKA MOAMEHIETCS aJpecoM KOMITh-
I0Tepa-KEePTBhI, HA KAKIBIH U3 KOTOPBIX JTOCTYITHOE
YCTPOWCTBO OTIpPABIAET OTBET. Pasmep oTBera 3aBu-
CUT OT pa3Mepa OIHCAHHS YCTPOWCTBA, OIHAKO KO-
3(pQUIUCHT YCHICHUS B CPEIHEM IPHHATO CUUTATh
okosio 30 [3]. B ommmume ot arak DNSu NTP, roe B
KaueCcTBE OTpakaTeys TpauKa HCIONB3YIOTCS KPYII-
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HBIE cepBepbl, araka SSDPnpennonaraet ncnomiab3o-
BaHHE YCTPOWCTB, KOTOpPHIC MPUHAIICIKAT PIIOBHIM
nosnp3oBarensasM. OHH, B CBOIO OYepe/ib, MOTYT Jaxe
HE TI0103peBarh, YTO UX MOOMIIBHBIC TeNe(OHBI, (ak-
CBI WJIM MIPUHTEPHI IPHHUMAIOT yJacTHEe B paciipere-
JICHHOM arake. BONBIIMHCTBO BIANENBIEB TAKHX
YCTPOWCTB HE HMMEIOT HH(POpPMAmUM O TOM, Kakue
HACTPOUKHU ClIEIyeT NPHMEHUTH, YTOOBI NPETOTBpA-
THUTH HUCIIOJIH30BAHUE CBOMX YCTPOMCTB B aTake.

SNMP-araku. SNMP npezcrasnser coboi npo-
TOKOJI, MpEIHA3HAYCHHBIA IS YIPABICHUS YCTPOH-
cTBamMH B ceTH. /Iy peanm3anuu aTtaku ¢ IIOMOIIBIO
ATOTO TIPOTOKONIA HCIOJB3YIOT 3aIlpPOCHl C KOMAaHIOW
GetBulk, kotopast aBTOMaTH3upyeT Moy4eHnue O0Ib-
mIoro o0beMa JTAHHBIX, IPEUMYILECTBEHHO TaOIHd-
ubix. [Ipu aToM pasmep 3ampoca GetBulk cocrasisier
0Kko0J10 87 0aiiT, B TO BpeMsi KaK OTBET COIAEPIKHUT OKOJIO
60 0006aiT (hparMeHTHPOBAHHBIX TAHHBIX.

Chargen-araku. Crangaptaas  UDP-araka
Chargenrakixe MOXKET OCYIIECTBIISTBCS KaK aTaka C
OTpaXXCHUEM U yCHIeHHeM Tpaduka. s atoro Tpe-
OyeTcsl OTMIpaBUTH 3ampoC Majoro pasMmepa Ha
19 UDPiopT y311a, HCNOIB3YeMOTO JIJISl OTPaKEHUS,
IIpU 3TOM pa3Mep OTBeTa OyneT UMETh MaKCHMAalIbHO
BO3MOXHBIN pa3mep. HecmoTpst Ha TO, 94TO 3TOT TUI
aTakd CYIICCTBYET yX€ JOCTaTOYHO JTaBHO, OH IIO-
Ipe)KHEMY HaXOJHUTCS B YHCIIE HauOoliee 4acTo pea-
JM3YEMBIX THUIIOB aTak.

QOTD (Quote of the day)— araka ¢ ucmonb30-
BaHMEM JTOTO0 IPOTOKONA PEATU3YeTCs CII0COO0M,
noxokuM Ha Chargen./lyis ocyIiecTBICHUsT aTaku
TpeOyeTcsi YCTaHOBHUTH COCAMHEHHE C CEpPBEPOM,
noanepkuBaromuM porokon QOTD, wepes UDP-
nopt 17. CepBep BO3BpalaeT MpoOU3BOJIBHOE KOPOT-
koe coobmieHne. OOBIMHO OHO BHIOMpAETCs Clydaid-
HBIM 00pa3oM U3 CIHCKa H3BECTHBIX mUTAT. llomy-
JSIPHOCTH aTaK TAKOTO THIIA BECbMa HEBBICOKA.

NetBios — poTokosa asst paboThl B JIOKATbHBIX
CeTSIX Ha MepcoHANBHBIX DOBM Takke MOXeT ObITh
UCTIONB30BaH ISl peaiu3allii aTak MOCPEICTBOM
3ampoca o koHpurypamnuu cetu. Koadduuuenr ycu-
JIEHHs1 Takoil araku HeBelawk (mo omeHkam [3] co-
CTaBJIIET OKOJIO YETBhIPEX), MOITOMY JaHHBIC ATAKH
HE IOJIB3YIOTCS TOMYIISIPHOCTBIO.

B kadectBe cpencTB ycwiaeHHs TpapuKa MOTYT
OBITh HCIOJIE30BaHbI PEEr-t0-peertepBucH s pac-
npocTpaHeHust (ailyioB (yI3BUMBIMU CUMTAFOTCS Ta-
Kue TpoTokoiel, kKak BitTorrentu Kad), peer-to-peer-
6orcetu (ZeroAccess, Sality, Gameovep), raxxe
UTPOBBIC CepBEpHI, Takue, kak Quake 31 SteamDtu
IPOTOKOJBI JOCTATOYHO PEAKO HCIONB3YIOTCS IS

peanu3anMy aTak, OAHAKO HE CJEAyeT 3a0bIBaTh O
MPUCYIIUX UM YSI3BHMOCTSAX U IO BO3MOXXHOCTHU 00-
pOThCS ¢ HUMHU. E)KeromHele OTYETHI MOKA3bIBAIOT,
9TO aTaKH TOTO WM WHOTO THIIA, JOJITOE BPEeMs OcCTa-
BasCh B TEHH, OBICTPO HAOWPAIOT MOMYISAPHOCTb, a
MOIIHOCTb, KOTOpasi JOCTUTaeTCs 3a CUET MX peali-
3aIUH, MOKET OKa3aThCsS BEChMa BBICOKA.

B pabore [5] ormeuaercs, 4TO B KauecTBE Cpei-
CTBa YCHJICHHUS TpaduKa MOTYT UCIOJIB30BATHCS Cep-
BHCHI, IpefHa3HAYCHHBIE A1 OOMEHa TOJIOCOBBIMHU
CoOOIIeHNsIMH, Takue, Kak SKype.ABTOpbI MOKa3bI-
BaroT, 4to mpotokonsl SIP u VOIP mmeror ompene-
JICHHBIC YSI3BUMOCTH, YTO TAaKXKE MO3BOJISICT MCIIOIb-
30BaTh WX JUIS peallu3alliy aTak.

Mexaun3msl 3amuTel 0T DD0Sarak. Metoast
3amuThl 0T DDOS-aTak MOXHO YCIIOBHO KIIACCH(U-
UPOBaTh MO MBYM Ipu3HakaM. [lepBblid mpu3HAK —
pacronoKeHne MeXaHM3Ma 3alUThl B CETH. MeTombI
3aIIUTEI MOTYT MOAPA3ACIATECS HAa MPUMEHSIEMBIC Yy
HCTOYHHKA, HA CTOPOHE XKEPTBHI, a TAKKE Ha TPOMe-
JKYTOUHBIX y371aX ceTH. MeTroabl, 00beAUHSIOmUe
Pa3NUYHBIC CXEMBI 3aIIUTHl U 00ECHEeYHBAIOIINE HX
B3aMMOJICHCTBHE, OOBIYHO HA3BIBAIOT THOPHIHBIMU
[6]. Mpumsto cunTath, 4YTO THOPUIHBIE METOJBI
00eCTIeurBarOT JyUIIyI0 3aIIUTy OT aTak, HEXEeIH
OTAEbHBIC METOJIBI 3aIUTHI, paOOTAIOIIKE CaMOCTO-
STEJNFHO Ha PA3JIUYHBIX YIaCTKaX CETH.

Bropoit npuszHak — Bpemsl MPUMEHEHUs METOAA.
MexaHu3MBI, IPUMEHSIEMBIE 10 HACTYIUICHHS aTakH,
OTHOCATCS K METOJaM mpenoTBpartenust [7]. Merozmst,
UCIIOJIb3yeMBIC BO BPEMsI aTaku, OTHOCSTCS K TpyIIIie
OOHapyXXEHHS aTaKh W HICHTH()UKAIUK WCTOYHHKA.
[Tocne oOHapyXeHHsS aTakd MPUMEHSIOTCS METOBI
peakiuu Ha aTaky. HammydmmM BapraHTOM SIBIISICTCSI
npenotBparienue araku. OHO MOXET OBbITh JOCTUTHY-
TO Ha BCEX JTamax IyTH TpaduKa, HauyMHAs OT UCTOU-
HUKA aTaky W 3aKaHYWBas OOpaOOTKOW NAHHBIX Ha
CTOpOHE aTaKyeMoro cepBepa. 3aJacTyio HCIIOJb3Y-
I0TCS KOMOMHHPOBAHHBIE CPEICTBA NPEIOTBPAIICHHS
(IPS)u obnapyxenus arax (IDS) — IPDS.

Mertoabl, 0OCHOBAHHBbIC HA MeXaHM3Max (uJIb-
Tpanuu. CyniecTByeT MHOXECTBO METOIOB IPEIOT-
Bpamenusi DDoS-arak. [[jis 3T0r0 04eHb 4acTo HC-
CIIEIOBATENN MPEAIaraloT Pa3IndHbIe MEXaHHW3MBI
¢bunsrpanuu, Hanpumep Ingress/Egress filtering [8] ,
SAVE [9], Hop-Count filtering [10], Route-based
filtering [11] u ap. ®unerparus sBISETCS BEChbMa
3¢ GEKTUBHBIM CITOCOOOM BBISIBICHHSI TIOAMEHBI |P-
ajpeca, 9T0 OCOOCHHO AaKTyaJlbHO B TeX CIydYasx,
KOTJ[a MCIONbB3YeTCsl YCHICHHE WM OTPaKCHHUE ara-
ku. Paznuunpie MeToAbl GUIBTPALUK, TPHMEHICMBIC
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Ha Pa3HBIX JTamax MpPOIBIDKCHUS Tpaduka, Mpen-
CTaBJISIIOT COOON MOIIHBIM MHCTPYMEHT AJIsl BBISBIIE-
HUs (aKTOB MOIMEHHI anpeca. HaubonbIiee pacnpo-

cTpanenue moinyuun merof Ingress/Egress filtering,

TaK Kak OH IO3BOJISET BBISIBUTH MojaMeHy |P-angpeca
U 3a0JIOKUPOBATh BPEIOHOCHBIN MAKET €Ie J0 TOro,
KaK OH MOKWHET JIOKAbHYI0 ceTh. Ha ocHOBe meTo-
OB (GunbTpanuy Tpaduka ObLTH co3IaHBl Oojee
CJIOKHBIE THOPHIHBIC MEXaHH3MBbI 3alllUThI, TaKHE,

kak TRACK [12], Active Internet Traffic Filtering

(AITF) [13], Stoplt [14]u op. DT MeTOIBI BBIABIIA-
IOT BPEJOHOCHBIN TpadWK U OTHPABIIOT HA MapIi-
PYTH3aTOPHI 3alpOChl Ha (PUIIBTPAIMIO TAKETOB OT
MOJJO3PUTENILHOTO UCTOYHMKA. KaxkIplif U3 3TUX Me-
TOZOB TPHMEHSET Pa3IHYHBIC CXEMBI OOHApPYKEHUS
BPEOHOCHOTO TpauKa U Pa3InIHBIC METOIbI (PHITh-
Tpanuu. OHaKO HE BCE METOAbl OPUEHTUPOBAaHbI Ha
cly4yad TOAMEHbI ajpeca. Tak, Hampumep, MeTOX
Stoplt mpumensier ¢umpTpanMi0 Ha ONMKaimeM K
WCTOYHHKY Tpaduka maprpytusarope. [Ipu sTom pe-
QIBHBIA ITyTh Tpajuka HE OTCIEKHUBACTCS, U 3aIlpocC
Ha OJIOKMPOBKY IOCTYIAET K HCTOYHHKY, apec KOTO-
pOro yKa3aH B IOJO3PUTENBHOM IAKeTe B KaueCTBE
azipeca oTnpaBuTels. B ToM ciydae, eciu UCIOIb30-
BaJach MOIMEHA ajpeca, OYyIeT OCYIIECTBIATHCS
(UIBTpanys OT UCTOYHHKA, KOTOPHIA Ha CaMOM Jeie
MOXET OBITH JISTHTHMHBIM IONB30BaTesieM. Takum
00pa3om, cleayeT yuensiTh BHUIMaHUe IpodieMe oj-
MeHBI ajJpeca U TeM crocodaM (UIBTpaLud U OTCIe-
JKUBaHUSl PEAJIbHOTO MyTU Tpaduka, KOTOpble MO3BO-
JISI0T €€ BBIABUTH. TeM He MeHee, aHHble METOJbl
MOYKHO YCIIEIIHO HCIIOJIb30BaTh B COCTABE KOMIUIEKC-
HBIX PELLIEHUH 10 MPOTUBOACHCTBHUIO aTakaM.

MaremaTuyeckue MeToabl U METOAbl UHTEJ-
JIEKTYaJbHOI0 aHaJM3a AaHHbIX. [lomMuMoO yxe
OTMCAaHHBIX METOJOB UL aHaju3a Tpaduka MOTYT
OBITH peayn30BaHBl MEXAaHW3MBI 3AIIUTHl HA OCHOBE
MaTeMaTUYECKUX METOJOB, HAllpUMEp OIpeAeeHUE
sHTpomnuu [15].

B nocnenHue romel akTUBHO pa3pabarbiBaioTCA
METOZBI 3aLIUThl, OCHOBaHHbIE Ha PA3JIMYHBIX aJIO-
pUTMax MHTEJUIEKTYaJIbHOTO aHalIW3a JaHHbIX. B ka-
YeCcTBE MPUMEPOB MOKHO NMPHUBECTH MEXaHU3Mbl Ha
ocHoBe Metoma Ommwkaiimux cocexeir (KNN) [16],
obyuaeMbix HeHpoOHHBIX cereil [17]. Takue METOMbI
MOTYT OBITh MPUMEHHUMBI W JJISI MPOTUBOACHUCTBHS
aTakaM, HCIIOIB3YIOIIUM OTpakeHHe Tpaduka U ero
ycusieHue. MHTeekTyanbHble CHOCOObI aHalu3a
JIAaHHBIX TO3BOJISIOT BBISIBUTH Pa3iMyHble JIE€BUAIH
Tpaduka, a TaKKe MOJO3PUTEIFHOE TTOBEICHUE KIIU-

eHToB. CIIO)KHOCTB 3aKJII0YacTCsl B TOM, 4TO 00yde-
HUE HEWPOHHBIX CETEH, HaNpHMep, MOXET 3aHSITh
BEChbMa MPOIOIKUTEIIEHOE BPEMSL.

B pabore [18] Oblia mpemiokeHa CTaTHCTHYE-
ckas Mojiens oOHapyxenus DDoSarak, ocymiecTs-
nsieMbIx 1o mpotokony TCP. Monens anamusupyer
¢rmarn B 3arojioBKe Ka)kKJOTO ITaKeTa W CPABHUBAET
peanbHbI TpaduK ¢ 3adaHHBIM NIa0JIOHOM HOp-
MabHOTO Tpaduka. OTKIOHEHHS OT MIAOJIOHHOTO
Tpadrka pacIeHHBAIOTCS KaK aHOMAJIHS.

Meron, mpexacrasieHHsii B pabore [19], ocHo-
BaH Ha NPHUHIUIIEC aCUMMETPUU Tpaduka B Cliydae
aTaku. B kadecTBe mabnoHa HOpMalbHOTO Tpaduka
MPUHATA CXeMa CUMMETPUYHOIO OOMEHa 3arpocamu
KIIMECHTA U OTBETaMH cepBepa. B ciydae 3HaUMTENH-
HOTO TOBBIIICHUS KOJIMYECTBA BXOISIINX 3allPOCOB
WIA OTBETOB Ha 3alpOChl, KOTOPBIE HE MOTYT OBITh
KOPPEKTHO 00pabOTaHbl, HAPYIIACTCSI CUMMETPHS
Tpaduka, ¥ Takas CUTyalusl pacleHUBACTCS KaK ara-
ka. CTOUT OTMETHTH, YTO aHAJIU3 CHUMMETPHYHOCTH
Tpaduka mpemyaraeTcs TaKKe B KauecTBE MeETOna
O00pp0OBI C arakamMu, OCHOBAHHBIMH Ha OTPaKCHUHU
Tpaduka u ero yCHICHUH, TaK Kak NP JaHHBIX ara-
Kax acuMMeTpus Tpaduka sSBISETCS 3HAYUTEIBHOW U
TaKylO aTaKy CTAHOBHTCS JIETKO BBISBUTD.

Mertoxa 3amuUThl OJHOPAHTOBBIX CETEH OT pas-
JUYHBIX aTaK, HallpaBIEHHBIX Ha HHOPACTPYKTYPY
KOMIIBIOTEPHON CeTH, mpexacTaBieH B pabdore [20].
[Ipennaraemplii MEXaHU3M 3aIIUTHl YCTAHABINBAETCS
Ha TMOTPAaHMYHOM MApIIPYTHU3aTOpe CETH, Ha KOTO-
pyIO HampaBlieHa aTaka. MeTo] OOHapyKEeHUs aTakKu
OCHOBAH Ha CTaTHCTHYCCKOM aHaln3e TpaduKa U ero
COMOCTABJICHUU C ImabnoHHBIM Tpadukom. [locie
oOHapy)XeHHsI aTaKW HCIIONB3YeTCsS CXEeMa MapKH-
POBKH TIaKETOB C IICTBIO BBISIBJICHNS MCTOYHHKA ara-
KH ¥ OJOKUPOBKH Tpaduka oT Hero. Takas cxema
MpeACTaBIsAeT cobol oanH u3 3()(PEKTHBHBIX METO-
JIOB 3aIIUTHl U B CIIydae, KOTJa HCIIOIB3YeTCs IMOJ-
MEHa ajpeca, TaK KaK OTCIEKHBACTCA pPEabHBINA
myTh Tpaduka, a HEe BBINOIHICTCS OJOKHPOBKA Tpa-
(uKa OT YKa3aHHOTO B ITAKETE OTIPABHUTEIIS.

MexaHu3Mbl 3aIIATHI 0T ATAK, HCHOIb3YIONINX
oTpa:keHue Tpaduka. PaccMoTpuM MeXaHHW3MBI 3a-
IIUTHL, pa3pabOTaHHBIE HEMOCPEACTBEHHO IS aTak,
OCHOBAHHBIX Ha OTPAKCHHUU U YCUJICHHUH TpaQHKa.

OO0muii MexaHU3M TPEIOTBPAIICHUS OTPAKSHHUS
tpaduka RAD (Reflector Attack Defenseipennara-
etcs B [21]. B ocHOBe MeToza ucmonb3yeTcs message
authentication code (MAC)Korma TOT Wid HHO
y3en oTmnpasisier 3amnpoc, oH nomeniaer MAC B ot-
BezieHHOE Tos1e. B oTBeTe Ha 3TO coodiienue pasme-
mraercs Tot ke cambiii MAC, 4to u B 3ampoce. Y3eu,
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MOJTy4YHB OTBET Ha 3amnpoc, ceepsier MAC u3 ormpas-
nenHoro uM 3ampoca ¥ MAC u3 momy4eHHOro OTBe-
ta. Ecmu MAC coBmanarot, cooOIeHre MPHUHUMAET-
csi. B IpoTHBHOM cilydae CYHMTaeTCs, 4YTO OTBET
MPEJCTaBIsAET CO00M OTpakeHHBIH Tpaduk U c000-
IIEHUE OTKIOHIETCS.

B macrosmee Bpemsi pa3paboTaHO MHOXKECTBO
MeTon0B 3amuThl 0T DNS-arak.

B pa6ore [22] B ocHOBe MeTona 3ammtel DAAD
(DNS Amplification Attacks Detector)iexxur Tot
(akr, uro mpu atake DNS aTakyemblii y3en nmonydaer
OOJIBIIOE KONMYECTBO OTBETOB Ha OTIPABICHHBIC
paHee 3ampochl. ABTOPBI MpeAaraloT BecTH 0azy
anpecoB DNS-cepBepoB, Ha KOTOpPBIE OTIIPABIISLINCH
3ampoCHl OT TOTO WIIM MHOTO y3ia. Bece nmomyyaembie
OTBETHl JOJDKHBI TPOBEPATHCS, W €CIH BXOMSIIHN
MaKeT JCHCTBUTENBHO SBISIETCS OTBETOM Ha 3aIpoc,
oH Oyzmer npunAT. Ecnm ke ¢ y3ma, KoTopoMmy azape-
coBaH OTBeT, He oTmnpapisuicsi DNSsanpoc Ha nan-
HBIA cepBep, TaKOW MAKeT JOJKEH OBITh OTKIIOHEH.
Janneiii MeTon BecbMa d(PQEeKTHBEH, OMHAKO CIIEMy-
€T MOMHHTbH, YTO BelIEHUE MOJO0HBIX 0a3 Tpebyer
00J1BII0TO 0OBEMa PECYPCOB.

B pabore [23] mpemaraercsi ycTaHOBKA IpeBa-
purensHoro DNSe3onbBepa W co3maHue TyHHEI,
UCIIONB3YIOMIero nporokonel IPSecumu SSL, mexny
IpeIBAPUTENHLHBIM pe3obBepoM 1 DNSpezonpBepoM
Ha cTOopoHe opraHm3anuu. Bee 3ampocst DNS mpoxo-
IIT UCKITIOYMTENIFHO Yepe3 TyHHEIHPOBAHHBIA KaHAT
CBSI3M M HE MOTYT TIOCTYITUTh HANPAMYIO W3 BHEUTHUX
UCTOYHHKOB. OTMEYaeTCsl, YTO OCHOBHASI (DMITBTPAIIHS
DNS-0TBeTOB H0OKHA OCYIIECTBISTHCS MIPOBARIEpPOM
YCIYT HHTEPHET-CBSA3M IIOCNIE COOTBETCTBYIOIIETO
3ampoca OT opraHu3anyy. TYHHETHPOBaHUE B JAHHOM
CITy9dae UTPaeT JIUIIb BCIOMOTATEIIBHYIO POJIb.

B pabore [24] npemmaraercs mexanusm RRL
(Response Rate Limitingpanpasnennsiii Ha orpa-
HUYCHHUE YUCIIA YHUKAIBHBIX O0TBeTOB 0T DNS-cep-

Bepa. DTOT MEXaHW3M 3alUThl HCIIOJIB3yeTCsS Ha CTO-
pore DNS-cepBepa u aHanmu3upyeT UCKIIOYUTEIHLHO
UCXOIAMUN TpaduK, HOIHOCTHIO UTHOPUPYS BXOIS-
. CyTe MeTOAa 3aKII04YaeTcs B TOM, YTO ajpeca,
Ha KOTOpBIE OBLI OTHPABJIICH OTBET, 3aIHCHIBAIOTCS.
[Ipu sTOM 3amaercss OrpaHUYCHHE YHCIIA OTBETOB
cepBepa Ha Kaxaelii agpec. Eciau 310 uncio mnpessi-
IIEHO, OTBETHI Ha JAHHBIA aapec OOJbIIE HE BHICHI-
narorcs. Takodl MeTon S(QPEKTUBCH ISl CHIKCHUS
MIOTOKA BPETOHOCHOTO Tpaduka OT cepBepa, HO MpH
3TOM CYIIECTBYET BEPOSTHOCTh OIMUOKH IIEPBOTO
pona. OfHaKo clieayeT MOMHHTh, YTO HE BCErIa Biia-
nenbiiel DNS-cepBepoB ToTOBBI IpHOETaTh K HC-
MOJB30BAHMIO TAKUX MEXaHH3MOB. BeneHue 0a3bl
azpecoB TpeOyeT OMpeNeNeHHBIX pecypcoB. Kpome
TOTO, HE BCEI/Ia BIAJCIBIIBI TAKUX CEPBEPOB 00eCIO-
KOGHBl TE€M, YTO WX CEPBEPbI HCIONB3YIOTCS LIS
OCYILECTBIICHUS aTaK, a TAKKE HE BCETIa 3aMEYaroT
YBEJIMUEHUE HAarpy3KH HA CEpPBEp B IEPUOIBI UX HC-
MOJIH30BAHMUS IS Peaji3alliy aTakK.

B pab6ore [25] npemnaraercst merox FB (Flow-
based),ocHoBaHHBIi Ha BBISBICHHH ICBHAIMH Tpa-
(UKa OTHOCUTEIFHO MIAOJIOHHOTO. AHAIM3HPYETCS
KOJIMYECTBO BXOJSIIHNX MAKETOB 110 npotokory DNS u
ux pasmep. Eciam xommdecTBo U pasmep MakeToB mpe-
BBIIAIOT 3a/JAaHHBIC 3HAYCHUS, TaKasl CUTYalus paclie-
HHUBAETCs Kak araka. [Ipu 5ToM aBTOp OTMEYaeT, 4To B
CUTyalusxX, KOTAa OCYIIECTBISIETCS aTaka, HO IIpu
STOM aHAJIM3UPYeMbIC MApaMeTphbl HE IPEBBIIIAIOT
MOPOTOBBIX 3HAYCHHH, Tpa(uK CUUTACTCS JICTUTUM-
HbIM. TakuM 00pa3oM, MPOIEHT OIUOOK BTOPOTO PO-
Jla B OTJCIBHBIX CIy4asXx MOXKET OBITh BECbMa BBICOK.
JlaHHBIT METOJI, TEM HE MEHEe, BeCbMa IePCIeKTHBEH
IIPY COOTBETCTBYIOMIEH NopaboTKe.

B Tabmuiie mpuBeaeH OOLIMIA CpaBHHUTEIBHBIN
aHaJIN3 PACCMOTPEHHBIX METOIOB 3aIUTEI.

Meton MecTo BHEAPEHUS JlocTonHcTBa Henocratku
Heo06x0uMOCTh XpaHEeHHUs 3aIpoCoB
u cootBercTByomux uMm MAC
Ha cropone BrIcokast TOWHOCTE OOHApYKEHUS
RAD JI0 IOJTy4€HHUs OTBETA.
aTaKyeMoro y31a | BPeJOHOCHOTO TpaduKa
Heo06x0auMOCTh pa3MelleHus CepBEPOM
MAC B oTBeTe Ha 3ampoc
JlocTaToOuHO BBICOKAst TOYHOCTD
Ha cropone Heo6xoaumMocTs BeaeHust 0a3bl 1aHHBIX,
DAAD 00HapyKeHHsI BPEJOHOCHOTO
aTaKyeMmoro ysia notpebiaeHne 00IbIIOro 00beMa PecypcoB
Tpaduka
[Ipennaraemslit MeTO UTPAET
Tynnemn- | Ha cropone BCIIOMOTATEJILHYIO POJIb, TaK KaK OCHOBHAS
be3omnachHas nepenava gaHHbIX
pOBaHHE | aTaKyeMoro y3ia (UIBTpaIHs OCYIIECTBISIETCS
HHTEpHET-IIPoBaiiiepoM
RRL Ha cropone CHmxeHHe 1T0TOKa BpeJoHocHOTO | HeoGxoxmumocTs BeneHust 6a3 JaHHBIX Ha
cepaepa Tpaduka cepsepe. BeposTHOCT OIIMOKM TIEPBOTO pojia
JlocTaTOuHO BBICOKAst TOYHOCTD
Ha cropone B oTaensHBIX ciaydasx IpOLEHT OUIHOOK
FB 00HapyKeHHs BPEJOHOCHOTO
aTaKyeMoro y3ia Tpaduka BTOPOT'O pOJa OCTATOYHO BEICOK
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Cremyer OTMETHTB, YTO PACCMOTPEHHBIE METOIIBI
ObUT pa3paboTaHbl A TPOTHBOACHCTBHUS arakam,
peanu3yeMbIM ¢ oMoIbio mpotokona DNS. Uro kaca-
€TCsl aTaK, peaju3yeMbIX M0 IPYTUM PacCMOTPEHHBIM
MPOTOKOJIaM, TO, HAIPUMEP, OCHOBHBIM CPEICTBOM
MIPENOTBPAILCHUS TTOMYIISPHBIX B TIOCIIETHHE HECKOIb-
Ko JieT arak no npotokony NTP sBnsiercs oTkiroueHue
KOMaH/Ibl MOHHUTOPHHIa Ha CTOPOHE CEPBEpPOB.
B HacTositiiee BpeMsi TaHHYIO yS3BUMOCTh HMEIOT BEp-
cun ntpdmo 4.2.7p25 BKIHOYMTENBHO, B BBIMYCKE
4.2.7p26wu Bouie xkomadga monlist orkirouena. MHbIx
Mep, HalpaBJICHHBIX Ha O0pHOY C OTPaKEHHBIM Tpagu-
KoM, Tioctymnaronum 1o npotokory NTP, no Hacrosie-
T'O BPEMEHH He Tpe/1araioch.

B nenom, B KauecTBE OCHOBHOM Mephl 0OpHOBI C
arakaMy, OCHOBaHHBIMH Ha OTPaKEHUH, PSKOMEH/IY-
€TCsl OTKJIIoYaTh Te¢ (DYHKIIMH CEPBEPOB, KOTOPHIE
MOTYT UCIIOJIb30BaThCs VTS peallu3alliy aTak, a Tak-
JKE 3aKpbIBaTh HEUCIIOJNB3yeMble MOPTHI. Takoe pe-
[ICHWEe, Ha TEPBBIA B3MIAZ, KAXKETCS CaMbIM IPO-
CTBIM M JCHCTBEHHBIM, OJHAKO HE BCE BIIAJE/bIIbI
CEPBEpPOB MO TEM WIM UHBIM IPUYUHAM CIICAYIOT
3TOM pekoMeHAanuu. [IpuMEeHUTEeNbHO K YCTpOW-
CTBaM, MMPUHAVICKAITIM TIOJIL30BATENSAM, PEIIUTh Ty
npoOlieMy CTaHOBHTCS clokHee. CTaTHCTHKa MPOBe-
JICHHBIX aTaK CBUJICTEIBCTBYET O TOM, YTO MOIYISP-
HbIC THUTBI aTaK, OCHOBaHHBIX Ha OTPAKEHHH, IIO-
MpeKHEMY JIETKO peanu3oBars. HecMoTps Ha To, 4TO,
HarpuMep, Mojjep:kka KoManael get monlist Obuia
OTKJIFOUCHA B HOBBIX Bepcusx npotokona NTP, araku
JTAHHOTO THIIA MPOIOJDKAIOT 3aHUMATh OJIHY U3 JIUJIH-
PYIOIIUX MO3UIMHA. ITO CBUIECTEIBCTBYET, B TOM YHC-
Je, U 0 ToM, 4T0 He Bce Bianmenbiibl NTP-cepsepos
OOHOBJISIFOT BEPCUH MTPOTOKOJIA 10 OoJiee Oe30MacHBIX,
a 3HAuUT, He BCE 3a00TATCSA O MPEIOTBPAIICHUH aTak,
B KOTOpPBIE MOT'YT OBITh BOBJICUEHBI MX CEPBEPHI.

B crathe ObLIH pacCMOTpPEHBI MPOTOKOJBI, KOTO-
pbIe MOTYT WCIOJIB30BATHCS JJISl peaju3alid OTpa-
JKeHns1 Tpaduka W ero ycwieHus. IIpoBemeHHBIN
aHaJIM3 [OKa3all, YTO JOCTATOYHO OOJIbIIOE KOJIHYE-
CTBO MPOTOKOJIOB, OCHOBaHHBIX Ha npoTtokoie UDP,
WMEIOT T€ WM HHBIC YSI3BUMOCTH, IO3BOJISIOIINE
peanu3oBarh OTpakeHue Tpaduka.

PaccMoTpeHHBIE METOBI 3aIl[UTHI OT aTak IMpe-
MMYIIECTBEHHO OBLIM pa3pa0oTaHbl JUIsl TPOTHBO-
JIEHCTBUSI aTakaM, Pealln3yeMbIM C TIOMOIIBIO MTPOTO-
kxoina DNS. Weu, nexaiirie B OCHOBE STUX METOIOB,
MOTYT OBITh HCIOJIb30BAHBI IJIsI APYTUX THUIIOB aTak,

a caMH METOAbl MOTU(HIUPOBAHBI W INPUMEHEHBI
Ut Ooree MHPOKOTo Kpyra arak. OTHAKO 3aMETHBIM
HE/IOCTaTKOM TAaKUX METONIOB OyAET BBICOKOE MOTPeO-
JICHUE PECYypPCOB MaMSTH U1 XPAHSHUS 3arucei, 0co-
OCHHO TIpU OTCJICKUBAHUM TpaduKa OIXHOBPEMEHHO
10 HECKOJIBKMM IIPOTOKONIaM. TeM He MeHee, OHH MO-
TYT CTaTh MOJIE3HBIMH B 0OphOE C HOBBIMHU THUIIAMH
aTak, MPOTHUB KOTOPHIX ellle He ObUIM pa3padOTaHbl U
BHEJIPEHBI METO/IBI 3AIHTHL.

PacTymias MOIIHOCTH aTrak, OCHOBAaHHBIX Ha YCH-
JICHUH Tpa(uKa, a TAKXKe KOMMYESCTBO TAKUX aTaK CBU-
JIETEJIbCTBYIOT O TOM, 4YTO HEOOXOIMMa pa3padoTKa
HOBBIX 3((EKTHBHBIX CPEICTB 3aIIUTHl KOMIBIOTEP-
HBIX ceTedl. OcTaeTcs HepeleHHON npodieMa (b
Tpald HUCXOAAIIEro TpaduKa HA CTOPOHE CEpBHC-
MPOBAKIEPOB, YTO MO-TIPEKHEMY AT BO3MOKHOU
MOAIMEHY ajapeca MCTOYHHMKA. MHorooOpasme mpoTo-
KOJIOB, KOTOPBIE MOTYT OBITh MCIOJIB30BaHbI JIJIS pea-
JM3alM aTak, MOKa3bIBaeT HEOOXOMMMOCThH ITOHCKA
YHUBEPCAJIBHBIX METOAOB OOHAPY>KCHHUSI BO3MOXKHBIX
arak, WCHONB3YIOIIUX OTPAKCHUE U  YCHUIICHHE.
He cnenyer 3a0biBaTh O TOM, YTO IIOTCHIIUAIBHO
OTIACHBIE TIPOTOKOIBI, HA CETOAHSIIHNAN JCHb HAXOIS-
mpecs B TCHH, B OnmvkaiimeM OyaylieM MOTyT CTaTh
WHCTPYMEHTOM JIIsI Peau3allid  MacCHPOBAHHBIX
arak. Takum 00pa3oM, CleMyeT HE TONBKO YICIUTH
BHUMAHHE YS3BUMOCTSIM, IPHCYIIAM IOMYISIPHBIM B
HACTOsIIIee BpEeMsl IMPOTOKOJIAM, HO W pa3paboTaTh
CXEMBI TIPOTUBOJICHCTBHS KaK CYIECTBYIOIINM, TaK U
MOTEHIMAIEHO BO3MOXKHBIM aTaKaM.

B kauectBe manpHEHIIEN IIeJIM CTAaBUTCS 3axada
MPOBEJCHUST CEPUM JKCICPHUMEHTOB IO OICHKE (-
(EKTHBHOCTH CYIIECTBYIOIINX METOIOB 3aIllUTHI LIS
aTak C Pa3IMYHBIMH CLIEeHapHsMu. B ToMm umcie mia-
HUpYETCS TPOBEACHUE SKCIEPHUMEHTOB IO OLICHKE
spdextuBHOCTH MeTOonmoB 3amuTthl 0T DNS-atak,
MOAM(UIIMPOBAHHBIX ISl PabOTHI C IPYTHMHU MPOTO-
KOJIaMH, WCTIONIb3YeMBIMH ISl peai3alyy aTak, 0c-
HOBaHHBIX Ha OTpaxkeHWH Tpaduka. [lomyueHHBIC
pe3ynbrarbl OyAyT YYUTHIBATBCS IpH pa3paboTKe
HOBBIX METOJIOB 3aIUTHI OT aTakK, B OCHOBE KOTOPBIX
JIeKaT MEXaHM3MBI OTPaKEHHS M YCHJICHHS BpeEIo-
HOCHOTO Tpaduka.

Cratbsl MOATOTOBIICHA B paMKax Mpoekta «Qpra-
HU3aIMs HAyYHBIX HMCCIICOBAHUI» OCHOBHOM YacTH
rOCYIapCTBEHHOTO IutaHa MuHHCTEpCTBa 0Opa3oBa-
Hus Poccuu.
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